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INTRODUCTION

Introduction to Tomcat:

WebSphere has gained significant market share in Web application development space. A powerful, easy to
use, and free alternative to WebSphere is Apache’s Tomcat. Tomcat is open source and is the reference
implementation for Sun’ servlet standard. Tomcat has proven itself as production quality and is used by many
companies. Tomcat installation on Window servers is an automated and easy process however the default
installation places Tomcat into development mode. The advantage of development mode is that changes to
JSPs, class, and JAR files are automatically incorporated at runtime without the need to restart the application
server. The drawback is that performance suffers in development mode. Once you have created your WOW
application and are ready to serve it to the public, the following steps should be taken to optimize Tomcat.

STEP 1

Increase Maximum Memory Used

The following recommendation does not apply to IBM iSeries because i50S automatically manages memory.
Tomcat ships with the maximum amount of memory set to 64MB, which is not large enough to operate most
large web applications. We recommend increasing the maximum amount of memory to 80% of the total RAM
available on your server. This can be done as shown below.

First, open Tomcat by going to the Start Menu-Programs-Apache Tomcat-Configure Tomcat.




& Apache Tomcat 5.5 BEH Configure Tomcat
[@ AWG Free Edition @ Monitar Tamcat

[@ Camtasia Studio 3 » § [ Taomecat 5.5 Program Di

Location: C:iProgra
Foundation, Tomcat

/@ citriz v || &] Tomcat Home Page
[@ Caolor Schemer Studio » @ Tomcat Manager
[@ CvberLink PowerDWD » @ Uninstall Tamcat 5.5

@ D-Link AirPlus G Wireless Adapter Utility  # @ Welcome
I EphPed [
@ FreeMind »
[@ Games 4
[@ Google Desktop »

: [@ Google Talk »
Colin Slac ) iTunes ,

' Internet
Internet Explorer

[@ Jawa wieb Start 3
[ Macromedia 4
[F Microsoft Games »
[C] H E-mail Microsoft OFfice »
]ﬁ Micrasaft Office Cut [@

i [@ Mindjet MindManager Pro 6 »

B\: Miills FiraFrey [Flir‘l Mozilla Firefox ]
After the Tomcat Configuration box has opened you should see the Service Status if stopped then click on the

Start button to start Tomcat. performance settings before starting Tomcat)

‘s Apache Tomcat Properties

General |L|:ug o || Lagging || Java || Skartup || Shutdu:uwn|

Service Mame: Torncaks

Display name: | npache Tormcat |

Description: | fpache Tomcat 5,5,12 Server - htkp:fjtomcat, apache |

Path to executable:

| “Z:\Program Files\Apache Software Foundation' Tomcat 5, 54binykomcats. |

Skartup bype: |Manua| i |

Service Status:  Stopped

Skop Pause BEestart

L Ik, ][ Cancel l Apply

To change the Tomcat properties allowing changes to the maximum memoty, click on the Java tab in the




Apache Tomcat Properties screen. You will see at the bottom of the window two dialog boxes Initial memory pool
and Maximum memory pool. These are the initial Tomcat min and max memory allocations, which you will want
to increase for large applications. (Planet] recommends that you increase memory after installing WOW to
handle any future WOW Applications)

" Apache Tomcat Properties [$_<|

General | Log On Ll:ugging| Java |Sl:artup Shutdown

[] Use default

Jawva Virkual Machine:

| CAProgram FileshJavaljrel.5.0_06\kinclient)jvm. dl | D

lava Classpath:

| :\Program Files\Apache Software Foundation', Tomeat 5.5Ybintbootstrap |

Jawa Options:

-Dicatalina. home=C:\Program Files\Apache Software Foundation Taorr
-Dicatalina, base=C:\Program Files\Apache Software Foundation Tamm
-Djava.endorsed, dirs=C;\Program Files\apache Software Foundatior —
-Djawva.in. krmpdir=C1Pragram Files\Apache Saftware Foundationh Tor

%3

b
Irikial mermary poal: | a0 | ME
Maximum memory pool: | m | ME
Thread stack, size: | | KE
[ Ok, l [ Cancel ] [ Apply

The minimum value can be anything but should start with at least 64-100MB. The maximum memory should
be up to 80% of your computers RAM. For example, if you have 512MB of RAM then you should set the
maximum memory to around 400MB. Enter in the new values and click on Apply

STEP 2

Changes to web.xml configuration file:

The web.xml is the document that defines default values for all web applications loaded into each instance of
Tomcat. As each application is deployed, this file is processed, followed by the “/WEB-INF/web.xml”
deployment descriptor for your own applications. The web.xml is located in Apache Software Foundation-




Tomcat-conf folder shown below.

File Edit  ‘Wiew

@Back = d

Favorites

Tools

Help

l.@ pSearch “.- Folders v

Address |[[3) C\Program Files\gpache Software Foundation) Tamcat 5.00conf

File and Folder Tasks

(79 Make a new Folder
&N Publish this folder to the
Web

led Share this Folder

catalina.properties
PROPERTIES File
3KB

catalina.policy
POLICY File
TKE

jkZ.properties
PROPERTIES File
1 KB

sErver server-minimal
™~ <0 #ML Document <® ML Docurnent
Other Places > ==| 18kKB ==| ZKB
[ Tomeat5.0 tomcat-users web
B My Documents (% ML Document <g ML Document
==| 1KB === 33kB

I3 Shared Documents
O M Carnnber

Open the web.xml by right clicking and select open with (NotePad or Wordpad or any text editor.) Now in the
document we want to find the JSP Servlet Tag. This is located a quarter of the way down the page. Add two
initial parameters - the reloading parameter and the development parameter.

<!-——  the property "-phuild.compifler.emacs=tFue” when starting Tomcat -
l-= b1¥_ adding the above to your CATALIMA_OPTS environment wariable. ——x
<!-— It wou get an error reporting that jikes can't use UTF8 encoding, --»
<!-—  try setfing the init parameter "javatncoding” to "ISO-88559-1". -

#l—— sarmrar ida Thrlidas nracascdinm camidlar

which nracaccas =T ——

The reloading and development parameters are automatically set to true when Tomcat is installed. The
development init-parameter will check for JSP modification on every access and reload. Set both of these

parameters in the web.xml document to false so Tomcat will not look for or reload changes to JSPs on every
access.




f I web - Notepad
-| File Edit Format View Help

<l-— b¥ adding the above to your CATALINA_OPTS emviromment wariable. - -
A <l-- If wou get an error reporting that jikes can't use UTFS encoding, --» T
<l-— try setting the init parameter "jawvaencoding”" to "IS0O-8859-1". -
<serviets>

<serv]et-names>jsp</serv]et-names
<serviet-class>org. apache. jasper.serviet. Ispserviet</servlet-class»
<1nT1t—-param:
<param-name>fork</param-name:>
<param-valuesfalse</param-values>
vl </init-params
- <init-params>
<param-name>xpower edBy</param-name:
<param-valuesfalse</param-values>
</init-params =

[

ram-name:
LiE |

Fam-name>|

: ; e
<load-on-startup»3</load-on-startup>

| </ sarviets
1
<!-- server side Includes processing servilet, which processes SsI ——= h
<!—— directives in HTML pages consistent with similar support in web -
<!-— servers 1ike aApache. "Traditionally, this servlet is mapped to = 1
<!—— URL pattern "¥.shtm1". This servlet supports the following -
<!-— dnitialization parameters (default walues are in sguare brackets): ——
<l-- -
4 < -- huffered should output from this servlet be buffered? ——
<l-= {o=Ffalse, 1l=truel [0O] ——
<l-- -
<l-—  dehug Debugging detail level for messages logged -
e R bos +hic carclat r SRS

To add the init-parameters you will add this code:

<init-param>
<param-name>development</param-name>

<param-value>false</param-value>

</init-param>

<init-param>
<param-name>reloading</param-name>
<param-value>false</param-value>

</init-patam>

In summary, Tomcat is a cost-efficient tool to hosting Web applications. Now that you have made the above
simple changes, Tomcat will run much faster and handle more complex workloads.

STEP 3

Disable Session Persistence

WOW does not support session persistence and it should be disabled to avoid unpredictable results after server
restarts. Session persistence is intended to allow browser interactions to be “saved and restored” after the
application server is stopped and restarted. Due to WOW’s RAM based magic request architecture, session
persistence is not compatible.

To disable session persistence uncomment the Manager tag that is in:




<tomcat-home>/conf/context..xml

<l Uncomment this to disable session persistence across Tomcat restarts -->
<l
<Manager pathname="" />
->

To uncomment remove the comments which are matching <!-- this is a comment --> change the text to
appear as follows:

<l-- Uncomment this to disable session persistence across Tomcat  restarts  -->

<Manager pathname="" />

With the comments removed this configuration file which cause a “blank” session manager to be assign thus
stopping session persistence.

STEP 4

Increase Session Timeout (Optional)

WOW defaults to keeping a session active for 4 hours (240 minutes) before it is “timed out” to conserve
memory. Timeout can be an inconvenience to users who access WOW applications in a frequent manner. For
frequent users, you may increase the timeout to 36 hours by modifying the file located at:

<tomcat-home>/webapps/wowXX/web-inf/web..xml

NOTE: Replace XX with your WOW version number. A restart of the Application Server is required to
changes to take effect.

Near the bottom of this file, the Session timeout is declared. Carefully change 240 to 2160 or some other desire
value. This is the time out in minutes.

<l-- Below is the Session Timeout-->
<session-config id="Session_Timeout">

<session-timeout>2160</session-timeout™>




</session-config>




TOMCAT ADMINISTRATOR AND MANAGER APPLICATIONS

Administering Tomcat:

Tomcat also has its own administration, which can be helpful and accessed through the Tomcat server.
Now we are going to show some of the helpful and powerful administration applications that Tomcat ships
with such as Tomcat Administrator and Tomcat Manager.

To access both of these you can either go through the start menu under Apache Tomecat folder or you can
open a browser and type go to the localhost such as http://localhost:80 with the port that you specified in the
installation of Tomcat.

NOTE: Tomcat Administrator is not installed by Default. If needed you must run “Admin” package.

Tomcat allows administration (start, stop, destroy, manage, create etc) via a web application. The Tomcat
Administration Application allows you to see the server information, edit connections, edit users, groups,
resources and change the main settings of the webserver. This application runs using the userid and password
supplied when you installed Tomcat.

-2 Tomcat Server, Administration - Microsoft Internet Explorer

Fle Edit Wiew Favorites Tools Help
: - - - e A >3 Tt
Qo © X B G| Psewst grome @t @ (- F L) B
address | http:/127.0.0,1 admin/ v @

ks * | Google- [

ADMINISTRATION |
1 -1

User Nams
Password [T
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2 Tomcat Server Administration - Microsoft Internet Explorer

Fle FEdt WView Favorltes Tools Help I

Qe - - [¥] B @b POseen Frravones @reds £ - L ) 4
fddress | @] httpsf127,0.0.1facinjframese jsp Bl Llnks » Google - 1

Tonmecar Wen SERVER

23 00
ADMINISTRATION TooL

@ R Tomeat Server Edit Existing User Properties User Actions
o Senice (Cataling)

@ CIResources Save |  Reset

8 Data Saurces
& Mail Sessions

ser Properties
2% Emiranment Entries W
admin
Bk User Databases
© CTUser Definttion Pasaword
&
e Full Marne
% Groups
I Roles

Group Name

e
& | admin

aNagEr

<]

|

rolel

LT

tomeat

Save Reset

The userid and pwd are defined in tomcat at:

.../ config/tomcat_users.xml  as shown below.

<rxml version=""1.0" encoding=""utf-8” »>

- <tomcat-users>

<role rolename=""tomcat” />

<role rolename=""rolel” />

<role rolename="manager” />

<role rolename=""admin” />

<user username=""tomcat” password="tomcat” roles="tomcat” />
<user username="role1l” password="tomcat” roles="rolel” />

<user username="both” password=""tomcat” roles="tomcat,rolel” />
<user username="admin” password="admin” roles="admin,manager” />

</tomcat-user>

p— ) }

—)

These are set when you first install Tomcat on to your machine when the installation asks for username and
password. You can also change the username and password and add new users in Tomcat Administration
Application.

Tomcat also ships with the Tomcat Manager. This is an application that will allow you to edit, start, and stop
applications dynamically without restarting the Tomcat. It also shows cutrent applications and a few other
options, which you can learn about by clicking on the Manager Help Link Shown below.
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2 Imanager - Microsoft Internet Explorer,

Fie Edt View Favortes Tools  Help

eBa[k e Q E:j @ @ pSEarth *Favuntas @ vedn L4 8- J?‘ﬂ D 3
address ] http: flocahastimanager fhtml

Wpache Jakarta Project
http:// jakarta.apache.org/

VB s ™ Googe-[  *

-

Tomcat Web Application Manager

OK
Message:

List Applications HTML Manager Help. Manager Help Server Status

Path Display Name Running Sessions Commands
! Welcome to Tomcat true o Stat Stop  Reload Undeploy
fadmin Tomcat Administration Application true 1 Stat Stop Reload Undeploy
[balancer true o Start Stop Reload Undeploy
fisp | JSP 2.0 Examples true a Start Stop Reload Undeploy
fmanager Tomcat Manager Application true i Stat Stop Reload Undeploy
fservet | Semwlet 2.4 Examples true o Stat Stop Reload Undeplo
Homcat-docs Tomcat Documentation true o Stat Stop Reload Undeploy
fwebday ‘Webdav Content Management true o Start Stop Reload Undeploy
FarowBl WOW true a Start Stop Reload Undeploy

Deploy directory or WAR file located on server

Context Path (optional) l:l
¥ML Configuration file URL: l:l

WAR ar Directary URL: ‘
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CHANGING TOMCAT PORT SETTINGS

Changing Port Settings:

When you install Apache Tomcat it defaults the port to 8080. The ports are set in the
..Tomcat/conf/setver.xml document. To adjust the port being used right click and open with notepad ot any
other text editor. After the document is open scroll down around half way looking for the connecter tag shown
below and change the port number to a new port number (Usually either 8080 or 80). Then save the newly
changed server.xml file and restart Tomcat.

\ server - Notepad
File Edit Farmat Wiew Help

By default, DNS Tookups are enabled when a web application calls
request.getRemotedost ).  This can have an adwerse impact on
performance, so you can disable it by setting the

‘enableLookups" attribute to "false". when DNS Tookups are disabled,
reguest.getRemoteHost() will return the string wersion of the

IF address of the remote client.

<!-— pefine a non-sSsL Coyote HTTPSL.1 Connector on the port specified
during installation
<Connector por 80

o [
5 bleuploadTimeout="true
<l—— Note : To disable connection timeouts, set connectionTimeout walue
o 0 ——»

<l—— Mote : To use gzip compression you <ould set the following properties

compression="on"

compressionmMinsize="2048"

nocompressionUseragents="gozilla, traviata"”

compressableMimeType="text Atml, text xml"
-->

<!-— pefine a ss5L Coyote HTTP/Ll.1 Connector on port 3443 —-»
Rl
<Connector port="8443"
maxThreads="150" minsnareThreads="25" maxsnareThreads="75"
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SECURING APPLICATIONS FILES IN TOMCAT

Secure Application Files in Tomcat:

When installing a new web application such as WOW to Tomcat, Tomcat automatically allows people to view
the directory listing of all files inside of the webapps folder. An example of this is the sharedFiles folder in the
webapps folder on the hard drive shown below.

= webapps

J File  Edit Wiew Favorites  Tools  Help

J @ Back - | | = l.@ 7 ) search i Folders =" L x n | -
J Address Ib C:\Program Files\apache Software Foundation| Tamcat S.0webapps

Marme = | Size | Tvpe | Drate Modified

I balancer File Folder 7122004 3:07 PM
[T jsp-examples File Folder 7122004 307 PM
CRoOT File Folder 71212004 3:07 PM
[ servlets-examples File Folder 7122004 307 PM
IChsharedFiles File Folder gfz5/z004 336 PM
[Ctamcat-dacs File Folder 7122004 307 PM
[Chwebday File Folder 7i2lz004 3:07 PM
(L) wowen File Folder FI2l2004 3:03 PM

By Default the sharedFiles folder includes three directories: one directory contains sample images and
another directory contains sample MS Word Documents. These folders are for example purpose only
and may be deleted or added upon. There is also a directory labeled WEB-INF. This folder contains a
file called web.xml. Web.xml allows WOW to be set up to show its contents over the Internet or to be
set so that those files cannot be seen over the Internet. Below is an example of connecting to the
sharedFiles directory through Tomcat.
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Directory Listing For/

Filename Size Last Modified
HollvyCowZ.hitml 0.1 kb Fri, 09 ipr 2004 15:46:34 GMT
QuervEuilder.hta 0.3 kb Wed, 21 Apr 2004 2Z:08:18 GMT
QuervEujilder.html 0.3 kb Wed, 21 Apr 2004 21:56:42 GMT
Thumbs. db 10.0 kb Tue, 24 Aug 2004 00:00:52 GMT
images/ Fri, 20 Afug 2004 22:06:26 GMT
qcs Sun, 22 Aug 2004 01:31:08 GMT
tomcat-power.gif 2.2 kb Sat, 14 Feb 2004 10:21:44 GMT
tomcat.gif 1.5 kb Sat, 14 Feb 2004 10:21:44 GMT

Apache Tomcatid.1.24

This creates a security problem, as the whole Internet will be able to see our code and mess around with
our files. To disable this feature you need to go in Apache Tomcat file structure <Apache
Tomcat>/conf/web.xml file. In this web.xml file shown below there is an initial parameter called listing
that is automatically set to true. We want to change that to false so that your files cannot be directly
accessed and seen over the Internet.
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& web - Notepad
File Edit Format Wew Help

<l-- contents. [nul1] —— ]
<l—= - ]
<l——  For director¥ Tisting customization. Checks Tocalxs1tFile, then -
<!l-— qglobalxs1tFile, then defaults to original behavior. oo
<l— -z
<l - Tocalx=sTtFile Make directDFX Tistings an »ML doc and -
<l - pass the result to this style sheet residing - |
<l—= in_that directory. This overrides -
gl—— global=sTtFiTe[null] -
A== it
L globalxs1tFile Site wide configuration version of -
gl localxsTtFile This argument is expected -
<l to be a physical file. [nul1] -—x
el -
el -
<servlets

<serv]et-namerdefault</servlet-name:
<serviet-classs
org.apache.catalina. servlets.pefaultserviet
</serviet-class:=
<init-param>
<param-names>debug</param-name:
<param-values0<y/param-values
<Ainit

< lnad-on-sta
<Sserviets

<!—— The "invoker" servlet, which executes anonymous servlet classes -
<!-— that_have not heen defined in a web.xml file. Traditionally, this -
<!-— servlet is mapped to URL pattern "/Sservlet/*", but you can map it -z

Now that listings has been set to false users will not be able to see our files by connecting through
Tomcat.
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TOMCAT SECURITY AND SSL

SSL:

To set up SSL and other security features for Tomcat refer to the Apache’s Tomcat site for SSL setup and
optimization, http://jakarta.apache.org/tomcat

Other Security Considerations:

1. Make sure your have set proper userids and passwords for your Tomcat user file. This file is located at:
.../ config/tomcat_users.xml

References

Tomcat: hitp://jakarta.apache.org/tomcat
Planetd’s WOW: http://www.planetjavainc.com
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